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Joornla_1.5.8-StableFul_Package-Farsizp
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Jules I MySQL Databases

Databases
f_\-? o o -
"n: o T .-EA-.\'-
My SO rj}‘ X ﬁ:ﬁdmrn MygsoL:
My SoLE MySOLE  phpMeadmin Remote
Databases| Databasze MySoL
Wizard

L&c;l:clgilg\‘_a_'ﬁhdeé})}f-vﬁﬂ
KL ¢U Create New Database w3 5l 5558 0 osls J2la s o3l ML o e amis 43S ol (S, 2 SIS Sl e

idolad 3 0 1, 545 eals

Create Mew Database

Mew Database: Create Database

Ao eals ol doml £-Y  peas

ol bl it )8 S MYSQL USers coad 5 asls ol sl i ey
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MySL Users
Add Mew User

Username: | | *Zewven characters max

Password: | | Generate Password

Password Strength:
|

Very Weak (01007

Password (Again): | |

Create User

A 8 sl 10-Y g

Sl 4zl o zes 0303 oL 4 b s o3| S 4 Add User To Database < ;5 e

Add User To Database

ser: Huumla w
Database: e joomla v

fdd

o3ls algili o 8 oladl A=Y gl

:MM\?;Qﬁjﬁ}A&bLg\WAdd wWSs 05 L

o M¥SQL Account Maintenance

Manage User Privileges

User:_‘ljuumla

Database:_"_innmla

ALL PRIVILEGES

SELECT CREATE

INSERT ALTER

UPDATE DROP

DELETE LOCK TABLES
INDEX REFEREMCES
CREATE TEMPORARY TABLES CREATE ROUTINE

Make Changes

PR (:)"}1 S o fws 0315 V=Y puas
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U ol sdalie 3 gl alie ¢l a=in Current Databases .l 5 LU L 0551 a4l SUS Make Changes

Sl ol feate osls eK.iL?«{ﬁ)S):lagil S 4 33 A el cK._:_lg:jﬁ)ls

Current Databases

DATABASE SIZE UsErS ACTIONS

amm—_joormla 0.02 MB L oomla ® Delete Database

ol 0k Jazie 0313 oL & b g0 b S (5,18 A-Y s gl

FeelS oy p e el Y-Y

:dules 5,005 |, wampserver as.; -, = wampserver.com

wt

Wamnpsery...

Wampserver ! L 8-Y  sas
o bt slS S5 2 B S Sose « Apache s MYSQL PHP LIS (ul b dpled oo i 355 selS 530 25
S el
wampserver .z |-, N-Y-Y

5300 doal s sdalie |y 13y sas WAMpPSErVEr il Lb s S 1> 5l e

Important Informakion:

Please do not try to upgrade from WAMPS 1.x,
IF you have WAMPS 1.x installed, save your data, uninstal WAMPS
and delete the wamp folder before instaling this new release,

Do you want to continue install?

Lo [ w ]
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A

" Setup - WampServer 2

\ Welcome to the WampServer 2
“ Setup Wizard

Thiz will install " ampServer 2.0 on your computer.

= Itiz recommended that you cloze all other applications befare
VV/amp SETV e It

Click Mest to continue, or Cancel to exit Setup.

Powered By Anaska

The French Open Source

Training Cent

http://www.anaska.com

Mewxt > l[ Cancel

Sl B NY g

W e amio 4 B o3 S SUS NeXt aaSs 655 5 asio ol 5o

~ Setup - WampServer 2

License Agreement
Flease read the fallowing important information befare continuing.

Flease read the fallowing Licenze Agreement. You must accept the terms of thiz
agreement before continuing with the installation.

[H[E3

W armp’s erver

by Romain Bourdon - romaind@anaska, com
povered by Anazka - hitp: /e, anazka com

GMU GEMERAL PUBLIC LICEMSE
Yersion 2, Juns 1391

Copyright [C] 1989, 1991 Free Software Foundation, [ne.,
59 Temple Place, Suite 330, Boston, Ma& 021111307 USA hd

(%) | accept the agreement

(1 do not accept the agresment

< Back “ Mewut » l [ Cancel

S0 Al Y- s
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s e i 4 U e S SIS Next S g5, » 5 ol | 1 accept the agreement «, S amis ol o

" Setup - WampServer 2

Select Destination Location ~ 4
where should WampServer 2 be ingtalled? 2]

__J Setup will install W ampServer 2 into the following folder,

To continue, click Mest, [F pou would like to zelect a different folder, click Browse.

| [ Browse. ..

Afleazt 116.6 MB af free dizk zpace is required.

< Back “ Mewut > l [ Cancel

dny amio 4 B o3 S S NeXt wass (55, 2 5 bl sl o CA\WAMP Vaono o 15 581 p 5 ol s amio cpl o

L

" Setup - WampServer 2

Select Additional Tasks
whhich additional tazks should be performed?

Select the additional tasks you would like Setup to perform while inzstalling WampServer
2, then chick Mext.

Additional icons:
[] Create a Quick Launch icon
[] Create a Desktop icon

[ < Back “ Mewut » l[ Cancel

b sla 04T sbow! Jous s NV E-Y g
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g g day amdo 4 Be S

' Setup - WampServer 2 Z”:.El

Ready to Install
Setup is now ready to begin instaling WampServer 2 an pour computer.

Click Install to continue with the installation, or click Back if you want to review or
change any sethings.

Destination location:
c:\wamp

< Back ” Irstall l[ Cancel

s BT N 0-Y g

MMUJ?:LM&.ASFiniSh 4aS> ngjfv...a.’)‘.k.u)Jﬁ)bip@@wu%bﬁlnsta" 4aS3 $9, p OS]

e 0L

Ul aen il K e ST S 058 dalr 13 Saans cele LS s 0T S wampserver gl 5l s

LS )8 s S 5lS 555 25 4 WAMpServer

e B

EN &)l 0 wrow

wampserver ;i3 ¢ 0 gl A=Y s
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03,8 3505 b5 dnled gl sl [ Yoy sl LU c:\wamp\www\Joomla_1.5.8-Stable-Full_Package-Farsi «: . ;s

s

W/ampSerreq

15 905 Al g odalive |y 53 o gead Aile (gl amios 3552 S50 ys localhost s

Server Configuration
Apache Version : 226

Version 2.0 Version Francaise

PHP Version: 525

Loaded Extensions : gy bemath e calendar e com_dotmat P ctype P session
o filter * fip & hash ¢ iconv & json
#* odbe M pore M Reflection e date ¥ libxm
o standard & tokenizer &zl e SimplediiL & dom
M cPL e widcx e xml R xmireader e xmibwriter
P apachezhandier 2 gd oo mbstring e rriysg| & rripsgli
#*Fo0 M pdo_mysql *saLite
MySOL Version :  5.0.45

Tools

¢ phpinfo()

& phpmyadmin

o sqlitemanager

Your Projects

Joomla_1.5.8-Stable-Full_Package-Farsi

Your Aliases
& phpmyadmin
=« sqlitemanager

WampServer - Powered by Anaska

localhost .51 amiw AV-Y o

el °l§-1‘-1 abw! Y-Y-Y

PhpMyAdmin w58 5 o350 SIS cele JLS s wampserver o,GT gs, » el JsmalS 53 osls oKL sboul ol

2 s edges 30y 1y esls oL oL Create new database w3 ;5 358 o3y Jhled lad S50 55 amio S b soles SIS

localhost

2 Serverversion: 5.0.45-community-nt
v Protocol version: 10
23 Server localhostvia TCPAP
» User: rooti@ocalhost
[ mySaL charset UTF-8 Unicode (utfs)
[ mySaL connection collation:
utf&_unicode_ci v @
& Create new database @

Collation ~

doda onls oL sl NA-Y  paas

oles SIS Create 5> (¢,
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Joomla_1.5.8-Stable- oL (5, » SIS L ol Lows SUKGL dan 5 sl 0l sl Lad sls o3l L aS 05S)

AL 3550 55 3 SOl 3505 (goslal L s dal = 5T Sk s Your Projects .3 s Full_Package-Farsi

Al e sl JJfMjMS)JWf%rK&)JcJB

localhost .ol b -
root :csls eliili S rU -

Skl Tesls clfib JsE s T

Mogr sla by laady —£-Y
Sl ot oS 3 dial g edalie adgy 5 B (@olAad Led Yo 03,55 LG ol sl ) ey
s Sl LBl U S sl sy s LB ol Ole s iNAEX.PP LG S g iy 5o Shagr ady, -
S0 53 Mg oy e Jiso s by e sla LB ady ool 55 :administrator -
5 Lsd Sl eals oL Sl ledbl s 3L s 5 el sl Yy by S HTML &) 50 4 Slmis cache -
258 o Slmis 41850 Ce e il sl
Sl 13 e gls i snlS Ay opl 4> :cOMpONENts -
5,8 o ey slad aligy o0l 5o images -
s o osliiul pas B sla aend SBLl ol 2| 6l aS sl s s PHP LU (6 o S aiyy ol o iincludes -
205 513 e g ad sla Ll aisy o) s dinstallation -
S0 513 e 0L sla kb iy ool 5o :language -
Sl 5l e Sl gls bl 5 UGl ady ol s ilibraries -
Sl 3 cule sl il gla b ady ool jsimedia -
Sl 5l 3 e sls Js3le adg ol 5o :modules -

.J)‘J )‘J‘S 5)\»? C;LA g}g%“ Mﬁ u._:_‘ BL) :p|UgiI‘lS -
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Sl B s ps eslul C3se Dy 4 aS pla LB Al ) > tmp -
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QJ}«&‘U)&A}?‘ é@;ﬁ‘UéJLﬁ b U ol oJJs ebl.AT u;g&:&aww &{)&-ﬂf- Jv-:ib QL\.«:TW?M Ag.ﬁ‘ L;b_,

Al adl zas

jtu_gQ)y44.oiwﬁiyw}\ASJﬁL‘,;;)meeudﬁmmiﬁwﬁéu&u451)6M41pw@@,~:6|ﬁ

ML:QAJ._:_JJJ“)A

Coge 4 Aies cwls > 31 L httpi//localhost/joomla &jse 4 Viems dies st SaslS s SI -
S e Iy o 2eed 355 ol Sl s 4 http://Wwww.yourdomain.com
L http://localhost/joomla/test sla < po @ Lol LS com adp K oy b Vs i S -

.45 . http://www.yourdomain.com/joomla

Sose w0 Ol 4 e el 0 LSl a5 g 2 Lo S cwls s S -

5 5 Jdal = http://www.joomla.yourdomain.com
0L ol N—0-Y

.Xﬁ.h‘f'-e.khuw ‘)Mb&)&ﬁf'w%fwjj‘ﬂksbﬂ)ﬁ)—.asJ\.\Jlﬁé‘wﬁ))fjbwﬁdﬁ))]dbﬁb}b)\@

13 g0

Steps Choose Language et €

1 : Language
Select Language

2 : Pre-installation Pl seteck s orrgunge b s dureg the ool

Checl iratalation steps: be-BY - Benapyckas -
bg-BG - Brnrapoku (Brnrapes)

3 : License bl - Bengali (India)
bis-Eld.- Bosnian (Bosnis and Herzegomina)

4 : Datahase cerES - Catalan

ceCF - Cesky (Czach)
da-DK - Danish{DK)

de-AT - Geaman (AT)
de-CH - German (CH)

5 = FTP Configuration

6 : Configuration de-DE - Deutsch (DE)
al-GR - Grask
7 : Finish errGE - Englizh (United Kingdom)

errlJS - Englesh (United Stales)
a0 - Esparanio

ezES - Spanish [Ezpafiol intemacional)
eu-E5 - Basque [Euskars estandars

fi-F1 - Finnizh (Suarni)

1-FFi - French (Fr)

bl - Hebrew (lsmal)
hi-HP: - Croatian (Hr)

hu-HU = Hunganan (Magyarn)
AT Malimn fHah

Toomial is Fres Software rekeased under the GNLUJGRL v2.0 Licerse,

Mg e (sl OL5 LRSI NA-Y p puas
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iJoomlal 1.5.8 Production /Stable [ Wohnaiki ] 10-November-2008 23:00 GMT 8l v v als o Jus

¢ - i 10 S 1 2
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s R
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e e WSl Cloudais 1 6
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HENLLGPL sl

GHU GEMERAL PUBLIC LICENSE
Vermon 2. une 159 - ©

CopyTignt (Gl 1R83, 1981 Fres Sorcuars Foumda
59 Tasple Place - Suite 330, Bostom, MA OZLL

Everyoms 1e permitead To copy an
of this licemss document, ban ch

FLEMTE VATEATIN Sopies
ng it is net allowsd

Pre
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Lenze
[

enersl Pubsic Licenss =
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Aol eslal LIB s eslizal (gl 1y ol
XML ; CSS HTML/XHTML v\

s ol T 31 s a e 0 65 S IS ) 535550 4l e 5> XML ,CSS HTML/XHTML

HTML/XHTML  \-y-\1
b S LYol HTML el o 5 0L ais 5 s s 9 b 0L SOHTML il s HTML b O Sl S
il b e 5 K5 s Ol g 4SS e 8

<hI>cll b w S opik/h1>
3 el Graled s s 50 ol s Doy po s e S g e sl n SO

CSS y-v-\-

Sl by Sl sis G G hais 5 s o 55 4l 0L SO CSSLail s HTML Bl 51 S, Cascading Style Sheets

sl 3 oo T3l S &y s 4 HTML 5 CSS LU 1S e 6,106 |, HTML [
HTML&J‘JJ_lﬁ)J -

<head>

<title> ;G ol pe</title>
<style type="text/css">
<

/* ... CSS <l s . ¥/
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>
</style>
</head>

I;e CSS LG -
S5 o 3wl CSS LU L Bl gl SO SO g ol 0,03 Al LU G 55 €SS ol s 5 Jle wile 25 0l 5o
359 o ol ey 53 ) cnl

<head>
<title> L6 ol se</title>

<link rel="stylesheet" type="text/css" href="formats.css">

</head>
HTML ¢ls K 55 -
3,80 S 3 HTML gl & 0l 53 CSS &l szas oy ol 52
<body>
<hl style="... CSS <, s ...">...</h1>
</body>

XML  y¥-Y-\-1

e Ll sl Veme XML 0L o e ne 0L G oS 3L« Extended Markup Language ol —iise XML

Suls s, e B L 5 Bl Os S cead gl s s bl sy e L8 s S

L B slow! Y-
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HTML L ,ls  -v-v-1

Dreamweaver Lk e Kl s 5 sslizal L Lb d> e o 53
HTML editors wle Suins oKl Ll ps L (http://www.adobe.com/products/dreamweaver)
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SILDIV 0 ol sslizal Jsdx gl w DIV jls58 s 4o 5 S gls IG5 3,84 13 index.php b AU

il 23 g 4 4 ses B findex.php LG HTML bl a8 55 s 4 L CSS L 53 s J850 6 355

<htmI>

<head>

<link href="/joomlal5/templates/joomlal5/css/template.css" rel="stylesheet" type="text/css" />
</head>

<body>

<div id="part11">header / header<br /><br />

<div id="section1">section1</div>

<div id="section2">section2</div>

</div>

<div id="part2">main display area / main<br /><br />
<div id="section3">breadcrumbs</div>

<div id="section6">right side</div>

<div id="section4">left side</div>

<div id="section5">content</div>

</div>

<div id="part3">footer /footer<br /><br />

<div id="section7">section7</div>

</div>

</body>

</html>

1Al e 5 oo 4 /Css/template.css LG

body{

font-size: 12px;

font-family: Helvetica,Arial,sans-serif; }

#Partl { /*header®/

float: left;

border: 2px dotted green; }

#Part2{ /*main*/

float: left;

border: 2px dotted yellow; }

#Part3 { /*footer*/

clear:all;

border: 2px dotted red; }

#Section1 { /*top right*/

float: left; width: 18em;

margin: 0 0 1.2em;

border: 1px dashed silver; background-color: #eee; }
#Section2 { /*top left*/

float: right; width: 12em:;

margin: 0 0 1.1em;

background-color: #eee; border: 1px dashed silver; }
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#Section3{ /*breadcrumbs*/

border: 1px dashed silver;

background-color: #eee; }

#Section4 { /*left side*/

float: left; width: 15em;

margin: 0 0 1.2em;

border: 1px dashed silver; }

#Section5 { /*content™®/

margin: 0 12em lem 16em;

padding: 0 lem;

border: 1px dashed silver; }

#Section6{ /*right side*/

float: right; width: 12em:;

margin: 0 0 1.1em;

background-color: #eee; border: 1px dashed silver; }
#Section7{ /*footer*/

margin: 0 0 1.1em;

background-color: #eee; border: 1px dashed silver; }

¢L L [Pathtoloomla]/templates/joomlal5/directory .. ,s |, s, HTML LG o o LU ool skl 51 e

Aol o 3 template.css b L [PathtoJoomla]/templates/joomlal5/css/ ,... ,51,CSS L sindex.php
B ady sl -
1303 355 CIB K s 3 gls g Ikl g s LaT LIB G gl g s Sl b oS il 0T 0l 05

[PathtoJoomla]/templates/[ _Ji& ru]/
[PathtoJoomla]/templates/[ 3G oL J/CSS/
[PathtoJoomla]/templates/[ _JG oL ]/images/

J“L"W‘.‘JB“.’@?@P S bl eslinal ol gla SIS 51 8 sl ol gla xS L ol ol L LIB el
S il e B s gsles sl LBl . joomlal5 fUA.ZLa;_JG adg Joad pl Jle 5 sl s Al g ol sl 4 36

3y el e b SG e

L gy 4SSl e 5505 513 /templates/joomlal S/index.php <y 55 LB HTML jbsle LG ol 6
250G LB s L php GledS o530 s 53 Ol oSl cpl AL o php LU ol

5 Sl a8 S el /templates/joomlal5/template_thumbnail.png LG il f jgas ™

Cosy LB L LB o e s i3SI psead cpl Al e S V00 5o Yor OF slad Vsane oS A3l o LJG

s I Ol 55 5 A3 o
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B 5y5e 5 sk Sledbl uls /templates/joomlal5 /templateDetails.xml LG (B gla sk =

il 15 g o Vaeme LU cpl bt a3l e eslinal LIB s 5 3 me 53 OS] pl LBl e

templateDetails.xml:

<install version="1.5" type="template">
<name>joomlal5</name>
<version>1.0</version>
<creationDate>11.11.2007</creationDate>
<author>Navid Zeraati</author>
<copyright>GNU/GPL</copyright>
<authorEmail>navidz@gmail.com</authorEmail>
<authorUrl>http://www.PersianlIT.ir</authorUrl>
<version>0.1</version>

<description>... description</description>
<files>

<filename>index.php</filename>
<filename>templateDetails.xml</filename>
<filename>template thumbnail.png</filename>
<filename>css/template.css</filename>

</files>

</install>

LS paseda |y Lsd S AL aS sl LB YL uS s filename
/templates/joomlal5 ol 4 6 5,1kl €SS LG ol a2l €SS LU iy Jols K15 o Lot JB:CSS LG -
AL e [css/template.css

13 /templates/joomlal5 /images/ «iyp ;5 B 4 by SIS sla LU o5 olar b SIS 5 polas -

.Ju.)b
Mg sba Jo5b 3 salanul -0-Y-1

B 5 il e 60,08 Sl by Jg3be cpl das 13 5 HTML LB s 1, Mg sla Jo3le Ll s L;adeC 51 sl L
Byt o Sl e JS Sledas Slcula Olpe s B s 5 oke 03 G L ke Olse 4 il o by L LS

<head>

<jdoc:include type="head" />

</head>
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€3 Mo o> PersianlT.ir - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help

@ - c {1 | http:flocalhostfJoomla_L.5.8-Stable-Full_Package-Farsi/ [jﬁf_'_? - " _;_

Cole Ol g ol (Y- ) geas
CM‘@}fYLJ)JL&)‘ﬂ)W‘A};::JASJi)J\cA‘? ‘)J’.’.) Q‘)L‘«Jﬁ.l’w cML&.chS‘ b JFWw)}wﬁ‘

<head>

<base href="http://localhost/joomlal5/" />

<meta http-equiv="Content-Type" content="text/html;

charset=utf-8" />

<meta name="robots" content="index, follow" />

<meta name="keywords" content="joomla, joomla!, Joomla,

Joomla!, J!" />

<meta name="description" content="Joomla! - dynamic portal-engine and Content-Management-
System" />

<meta name="generator" content="Joomla! 1.5 - Open Source Content Management" />
<title> Sl ;> PersianIT.ir</title>

<link href="/joomlal5/index.php?format=feed&amp;type=rss" rel="alternate"
type="application/rss+xml" title="RSS 2.0" />

<link href="/joomlal50/index.php?format=feed&amp;type=atom" rel="alternate"
type="application/atom+xml" title="Atom 1.0" />

<script type="text/javascript" src="/joomlal5/media/system/js/mootools.js"></script>
<script type="text/javascript" src="/joomlal5/media/system/js/caption.js"></script>

ol O 5 1y 555 sl Jasbe U s o o3l o4 s Cnd g il o B s Joile calise comd e D0l 13 4 0 5S)
w3 50 <jdoc:include type="modules" name="top" style="none" /> | s> Jle Ol e « et 13 6 il

ST #Lt

b moonls iled Jgd 55 dgile s > table

S3h edls il (65408 Dy 4 dsile s > horz

S5 oedls yiuled XTML il 5 Js3le s, xhtml

A8 s moduleamoduletable S 5558 o5 5 gl as S gils Jsile s > rounded

Al s ess LB Beez JIG s b Jy5b ol e beezDivision
2ad e 0dls Ghled el s 4 dgSle s S none

il 0l sl S sline Js3le sla Cuxd ge JAOC 3l eslizal b 5 index.php LG s Js Olgs 4

<htmI><head>
<jdoc:include type="head" />
<link href="/joomlal5/templates/joomlal5/css/template.css"
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rel="stylesheet"

type="text/css" />

</head>

<body>

<div id="Part1">header / header

<div id="Section1">Sectionl <jdoc:include type="modules"
name="user3" style="xhtml" />

</div>

<div 1d="Section2">Section2 <jdoc:include type="modules"
name="top" style="xhtml" />

</div>

</div>

<div id="Part2">main display area / main

<div id="Section3">breadcrumbs <jdoc:include type="modules"
name="breadcrumb"

style="xhtml" /></div>

<div 1d="Section6">right side <jdoc:include type="modules"
name="right"

style="xhtml" /></div>

<div id="Section4">left side <jdoc:include type="modules" name="1left"
style="xhtml" /></div>

<div id="section5">content <jdoc:include type="component" style="xhtml" /></div>
</div>

<div id="Part3">footer /footer

<div id="Section7">Section7<jdoc:include type="modules" name="footer" style="xhtml" />
</div>

</div>

</body></html>
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oS i Y1
sl b b ol LUl sl b bs o550l cpl JUS o3 oS ks e s Ll JJB S b Jsal b fead ol 5
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SQL Injection -Y-\-v

orti b e gladls  A-Y-\-v

L S ASle 5 s d“,_}s$name,__,;;a)> ol 3515 ol PHP slass ;3 il o a505 1,55 SQL wole S 558 s
$sql = “Select * From jos_users Where name = ‘“ . $name . “}”;
il e a0 PR PRrge Salsl €UJ§5_5.4'_"
dummytext' or 'a' = 'a’'
g dal gt 55 g 4 el 3wl SQL AS
Select * From jos_users Where name = ‘dummytext’ or ‘a’ = ‘a’;
s o nl 03 0Ll plad 4 S5540 o il S o 1, TIUG Sjle 505 Q=@ 500 ol s 5 o 00l S5
Ll 61 SAL wljle Wly o 55500
dummytext’; Drop Table jos_users; Select * From jos_polls Where title = *
e 35l 1 63l Shlest Ol e esle 520 SO L dS W 2o 555 o0 Ol )8 Jsdr Gl Csly oS e |l |
PHP ;Y5> ;5 bauls R A b

o3ls eK._:_lg:)b () S Vs 5 Jls Olge 4 LS a0 05 5550 o303 eL<>Q sy e shls CJJJAAS;”MA olerla s Dl g

oo OS5 K 58l bssd g 03 (V) Spsm o o 5 a8 13 01 13 () O aSl 558 ai 0,003 ($3le &y 50 w0
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b LMYSQL 5 PHP Ll dil o Lol sla s 505 4 5L 355 Jlesl b ST ann gl |y Lol ST opl oSl ol

© Cpe ol 4 s AS s dlol bS8 W S e w0 |y SIS ol mysql_real_escape_string() ol & L
29 0l )LS

$name = mysql_real_escape_string($name);

L Magz 53 5 AS e Sl 1 sy oL Sl e skl Sledbl Lol sla s1s getEscaped() b i eslisad L S

By oS p Sse

$db =& JFactory::getDBO();
$name = $db->getEscaped($name);

sh ok o as, SQL Insertion g5 3l e 2550 55 Jol Jle s
dummytext or 'a' = 'a’
B oz d e e 3 s
dummytext\’; Drop Table jos_users; Select * From jos_polls Where title =V

LU PHP s b ool 51 eslinad sl w1 alem g cnl sl il mysql_real_escape_string() T

PHP wa 53 155 s Soyso a4 a0 S opl O Cand au ¥ 0pl O3 Jb 4 s3L PHPE 5 .0iL e magic quotes

sl a3 S 3
&R clals  ¥-v-\-v
oalaul SQL Bl RS I W;“ LQJJ:A Cy U"‘ .J}.J = rL>u| Cf Q‘}Ju LsLAJJ»J wLﬂ‘f S ol é‘ do ¢ S Jig_b Cf
R G s e o3 dle Olge 4 L
$sql = “Select * From jos_users Where id = “ . $id . “;”;
sl Sole LOlS
1; Drop Table jos_users;
e e s g5 51 B i 5 ST s o s e ey
$id = intval($id);

.;))@w)'\;.zjéuaSQLLgb.kSObl;)}QK.a\&.ow\l{‘N:S%ﬂ
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Cross-Site Scripting (XSS)  -v-\-v

O3 L Vsene do g5 onl Sl el pen HTML slaas s JavaScript Lo beas gl =1 b oas aisl o aes= 55, SG XSS

O W I B g ol & 58 S HTML slauls s <object>, <script> slaus osls

LS o b U o gl ks 4 L HTML Glaus ob S o SGS Lok strip_tags() =6 L el s PHP
Seslinal b (Sl ol 5 ol ol pladkd 5550 55 bled o s HTML S w0 36wty 511 Sledbl htmlentities()

JﬁL‘u S gdee J‘.LF—‘) LJ.H ij “ b CJL‘«W‘ 3959 ..Xf‘)} @ﬁj)}w)
$myString = preg_replace(“/[*a-z 0-9]/i”, “”, $myString);

4l g plow —£-\-v

,Mﬁféu&_u@u;m@x,\j:wﬁ)t&g{.@u&uﬁbuuﬁ45M>@|)°;L?|L-ﬁ|ﬂts@ujfﬂffﬂ
Sl ads Giles b sdalie | ail o index.php L index.html  default.asp « default.htm Lls o s ass,
b s 2 53 Shalens Ol DBl a8 duled oy s Lo 1530 p 5 3550 53 (53k5 Ml 44 b AS o oges 01 S35
whg oled 53 Mg ol S ba adigy Gisley 05 S Jld OBGI il Cand 3w s SO STasd Jls e L oS ol Jlad

ALl Ol s adigy s sla b edalin O B el oals 3 index.html Ji= L6 S s
Denial of Service (DoS) 4w A%

S e 04 i b 3L 51 Esl ahex £ 5l ol g e 22y ede b Denial-of-Service o jle —iiss DOS
b 1 5 ol SVl plnil e el (gla i elpe i 3 35 e ealiial LB & sam B ssd e 5 eslS o3I
S3D0S dexm G G Lok 5 5uelS Sl o dle oS ol 1S OLLE 3 S il (6,8 ol e 5l el sla oy op S
bzl o 5 35 o S5 bl L OIS 58 350 esls OS5 55 K5 wtew G ade DOS e 3 65 el (S 3,8
35 2 GBS (pla (St 1555 o5 0 b ae il Wb Gl 5 odins g e b 163l e oS LS e sl
3 S o DOS s 5U 5 adsl s S e I aelsl 35T L3 15 a1y edias s e olKies &S ol B LW ol 5 5sd

g:M»‘CLwd\Qbfu:;)\)6‘&2)6}MSCLAJ|Webwﬁ»‘
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ServerTokens ,yw.s  Y-\-Y-V

ol eslinal 3 st 3l led &S 558 e 4o 55 . A3L s Prod s Major. MinorMinimal

ServerTokens Prod
la bl & pa i pe REARASRY
Lly e e s Olgie 0 3l (il B S50 o bilpen & edalive Ol 45 sl ol Sl 035 ool ol K
Ssdiels Gl Sy e 53 10g L Ll LU s b AS s
o S s Sledis 5y Sl s S5, kw g htaccess. o w zes 0Kl httpd. conf s 5 5 i o0 @

Jchu odaline ‘)J‘.’.) Q)L.G J‘:;b;

<FilesMatch “M.ht”>
Order allow,deny
Deny from all
</FilesMatch>

13503 5 doms 15000 gy Lla b & o 2s Ol 5 o 5 552w b OS]
<FilesMatch ~ “\.log$”>
135 o Do gy S A o iwd 25 Hgted b
<Directory ~ “C:/Program Files/Apache Software
Foundation/Apache2.2/htdocs/libraries”>
Order allow,deny
Deny from all

</Directory >

3303 dal = sdalie |, 403 Forbidden oy 08 <S5 50 55 \libraries as,, sl 055 5,05 L
PHP -l —Y-Y-v
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PHP Safe Mode  \-v-Y-v

s b LU sl ol 63 gad sl 555 Las 45 3l Lz ola bbb w ks )8 a2l Jli Safe mode « L

3L b b i e oS 3 4 S pl 10

PHP disable_functions  y-y-v-v

L s eslinad dem (sl ol Son 5 LI 3008 Sesr 3 1y il 51 g3l b das o 1 OISl (! disable functions

disable_functions = file,fopen,popen,unlink,system,passthru,exec,popen,
proc_close,proc_get_status,proc_nice,proc_open,proc_terminate,shell_exec

PHP disable_classes  x-y-v-v
Lol Wb ) oS o5 sle S WIS e wls 055 Jlb b slr w0 &S ol disable_functions e | zus

&S e ds e |y Directory oS 5 5 ses e Olse
disable_classes=Directory

PHP display_errors  t-y-v-v

s SIS 15 (1 0t sdalie Sls|l 15 ek edalie |y e )3 0313 55 51l Ol e display_errors el L
eas 131, o PHPLING j5 e S iy s (ol ledbl 4 155 o o |y Sledbl ol 83558 G (5 Lol ol ik
display_errors = Off

PHP expose php .o-y-y-v
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defined( ‘*_JEXEC’ ) or die( ‘Restricted access’ );

oS i £V
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